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Our new Cyber Crisis Simulator was created to develop this human 
capability in incident response teams by enabling micro-drilling. 

This progressive approach to crisis simulation enables short, high-tempo skills development 
that encourages the kind of muscle memory crucial to effective incident response teams. 

This eBook will help you understand how this works, by explaining: 

 What is micro-drilling and why is it better than table-top exercising? 

 How has the threat landscape collided with the changing role of  
the CISO to create a need for it? 

 What is the psychology behind micro-drilling, and how does it play  
into modern cybersecurity incidents?

THE PSYCHOLOGY OF CYBER:  HOW MICRO-DRILLING ENHANCES CRISIS RESPONSE

As with many entrepreneurial journeys,  
Immersive Labs began as a solution to a problem.

Anecdotal evidence showed this was because the best 
cybersecurity talent was progressive and impatient to improve, 
while the teaching techniques were not. Rooted in static 
classroom-based learning, skills quickly dated and left people 
trailing attackers.

Immersive Labs was built to address this problem by tapping 
into the core skill of problem solving and reinforcing this through 
repetition. Our platform allows decision making itself to be 
continually improved, a far more valuable outcome than just 
putting ticks next to a list of fast-dating tactics, threats and 
procedures.

This has particular relevance when enabling organizations to 
address today’s company halting cyberattacks. Here, having 
a team of skilled problem solvers for a range of technical, 
reputational, legal, customer and financial issues is crucial to the 
kind of adaptive response that such crises invoke. When the heat 
is on and a ransomware attack has ground your entire company  
to a halt, you need people who can adapt and act decisively –  
not someone who can read the steps in a ring binder.

INTRODUCTION  
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The impact of cyberattacks on large organizations is growing, and 
this is reflected in the data. IBM’s Cost of a Data Breach Report 
shows that the average total cost has increased by 10% in just  
the last five years, now standing at $3.86m. 

Large organizations are disproportionately 
affected, with ‘mega breaches’ serving 
to amplify the cost significantly. In fact, 
breaches of 1m to 10m records cost more 
than 25 times the average.

This increase in impact is being magnified 
by a trend towards destructive attacks 
which grind operations to a halt. Data from 
Malwarebytes shows enterprise detections 
of the malicious software which does this, 
such as Ryuk and Sodinokibi, exploding 
by up to 820%. Individual ransomware 
demands have also ballooned. With 
customer turnover, lost revenue, brand 

damage and system downtime accounting 
for 40% of average total impact from 
a breach, cyber crises are no longer a 
technical issue. They have become firmly 
fixed in the board’s crosshair.  

To stem this tide, the top cost-mitigating 
factor, according to IBM, is twofold. First, 
form an incident response team; and 
second, continually test this response. 
The average cost of data breach for those 
who do this is 37% lower than those who 
do not. In hard money terms, a well-drilled 
incident response saves $2m on average.

10%
Increase in  total 

cost  over  the  
last  5  years

THE CONTEXT: 
WHAT THE DATA SAYS ABOUT 
THE MODERN CYBER CRISIS 

 Cost migitating factors  Cost amplifying factors

https://www.ibm.com/uk-en/security/data-breach
https://resources.malwarebytes.com/files/2020/02/2020_State-of-Malware-Report.pdf
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THE DRIVERS BEHIND MORE 
IMPACTFUL CYBER INCIDENTS

CHANGE FACTOR SECURITY TEAM IMPACT BUSINESS IMPACT REQUIREMENT

 Greater variation and 
innovation from attackers

Technological and human assets 
date faster  

Greater risk of data breach 
Faster improvement of 

technological and human assets  

 Whole business impact from 
more destructive cyber attacks   

Work effectively with a broader 
range of stakeholders in fast-
moving and highly pressured 

incidents

Resource crisis response teams 
which involve legal, comms, 

financial, customer, technical and 
management teams 

Better information sharing  
and training across silos

 Cyber as a strategic business 
issue – not just a technical one 

Translation of IR plans into terms 
the whole business understands 

and can engage with 

Desire to understand business 
impact in monetary terms 

New metrics required which 
allow for financial tracking of 

effectiveness of crisis response
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TRADITIONAL INCIDENT RESPONSE: 
HOW WE CURRENTLY THINK  

1% 16% 21% 29% 7% 23% 3%

With an ever-growing impact on organizations, and the data pointing towards  
the benefits of mobilizing more frequently trained Incident Response (IR teams, 
is the industry achieving this? 

The accepted method for IR planning is still tabletop 
exercising. Traditionally, best practice dictates this 
is carried out in several stages in-person and with 
a broad range of stakeholder groups.  Typically, 
it involves a planning and scenario-design phase 
where objectives and roles are defined, an incident 
simulation with all stakeholders convened for 
the duration in a war-room, and a debrief with 
supporting written report highlighting areas for 
improvement. The whole process can take months, 
with costs exceeding $80,000, which lends itself  
to less rather than more IR training.  

Recent analysis of 400 CISOs by Osterman Research 
showed tabletopping was failing, with 40% admitting 
they have little confidence in responding teams. 

53
up a regular IR group compounded this. In addition, 
where tabletop exercising was taking place, it was 

0

which is an all-consuming brand and customer issue, 
this leaves significant gaps.    

Most importantly, and at odds with the IBM findings 
about the benefits of regular incident response 
testing, the data showed the most common cadence 
for tabletop exercising is annual. A not insignificant 

would only reinforce crisis response skills once every 
two years. 

https://www.immersivelabs.com/resources/press/osterman-research-finds-cyber-crisis-preparation-failing-to-adapt-to-modern-threats/


“ The goal of drills is to build 
and constantly enhance the 
organizational muscle memory of 
how to respond to events or crises.”

“ You need to constantly drill/exercise, 
but you can’t do this if you only do 
massive ones – the sort maybe you 
can only do a few times a year.”

“You can increase the volume and 
frequency of drills using micro-drills.” 
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Phil Venables
Board Director and Senior Advisor on Risk  
and Cybersecurity at Goldman Sachs:

Micro-drilling is the modern alternative to tabletop exercising. Designed 
for the contemporary security environment, it enables the kind of continual 
reinforcement of IR skills which, when run with a broad range of teams, 
builds collective muscle memory.  

It does this by running narrative-led wargames 
akin to traditional cyber crisis response 
simulations, but in far shorter more frequent 
bursts through a browser. Organizing a micro-
drill for a team is more like setting up a Zoom 
call, so it is simpler and more cost effective to 
run a far higher frequency of crisis simulations. 
In doing so, micro-drills address the traditional 
problem with skills decay by repeatedly feeding 
more knowledge, skills, and information into the 
learning cycle. This compounds learnings and, 
over time, skills develop rather than wane. 

With full data capture on every step taken 
throughout the simulated crisis, they also 
provide a valuable feedback loop from which 
to learn and refine performance, whether 
individually or as a whole team. Having instant 
feedback on how each decision affects factors 
like share price, risk levels and reputation, teams 
develop greater self-awareness of the impact  
of their choices, learning as they go.

Micro-drills are beginning to be used by progressive 
security thinkers to great effect, as highlighted by:

MICRO-DRILLING:  
A CONTEMPORARY APPROACH 
TO CYBER CRISIS RESPONSE 
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Rebecca McKeown is an  
independent Chartered 
Psychologist with experience 
researching and evaluating 
learning and development across 
the Ministry of Defence. 

She has worked with each of the  
Armed Forces at both strategic 
and operational levels. She is also 
a Visiting Lecturer at Cranfield 
Universi� and teaches Applied 
Psychology to military students at 
the Defence Academy of  
the United Kingdom.

“ The problem with learning new skills is that they quickly fade if we don’t use them often. 
We become less adept and our competence degrades quickly, so frequency of training is 
incredibly important, particularly with problem solving and decision making. Maintaining 
competence in these skills requires regular refresher exercises – once every two months as  
an absolute minimum. For this reason, the annual crisis training exercise may not be enough.”

“ This is because learning is best understood as a continual cycle. People are always learning 
and in lots of different ways: from experiences, from other people, and from education, for 
example. All of this learning combines to form our ‘worldview’ – essentially what we know 
about the situations we are in. This is crucial to developing problem solving abilities. 

“ Each time we learn something new we progress and become more skilled, more 
knowledgeable, and more experienced. This causes our worldview to evolve and we develop 
a depth of understanding that makes us better able to solve problems and work quickly and 
efficiently. These skills will be critical to effectively handling any difficult situation, and the 
more time we spend building these capabilities, the more proficient we become at a task.” 

THE PSYCHOLOGY OF CYBER:  HOW MICRO-DRILLING ENHANCES CRISIS RESPONSE

THE PSYCHOLOGY SUPPORTING 
MICRO-DRILLS  
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Rebecca McKeown
independent 

Chartered 
Psychologist

EXPERT 
Needs to expand knowledge and experience

PROFICIENT 
Needs unhindered practice and ‘the big picture’

COMPETENT 
Needs real world exposure

ADVANCED BEGINNER 
Needs simple, controlled simulations

NOVICE 
Needs recipes, monitoring and first successes.

Trial and 
error 

learning

Gain new 
 knowledge, 
 skills and  
experience

Integrate 
 with 

existing

THE PSYCHOLOGY SUPPORTING 
MICRO-DRILLS  

PROGRESSION OF SKILLS
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“  In a cyber crisis, everything changes. The previously developed worldview which 
represents ‘business as usual’ must flex to the uncertain, complex and volatile 
nature of the incident. Expert crisis responders must accept that their worldview 
is limiting in terms of making sense of the breaking situation and use enhanced 
ways of thinking to adapt to the breach.”

“  This is called cognitive agility. It is the ability to be 
flexible and open to seeking alternatives to the usual 
way of doing things. Experts of this technique switch 
focus between narrow, deep analysis to a much 
broader view that allows them to explore and act on 
new information. To become proficient at cognitive 
agility requires a skill called metacognition – put 
simply, it is the skill of ‘thinking about thinking’. “

  Its underlying principle is rooted in a continual cycle 
of planning, monitoring, evaluating, and reflecting 
on experiences. People become aware of their own 
strengths and weaknesses and how these should 
be developed. While metacognition is in relatively 
early days of academic understanding, there is 
growing acceptance of its role in everything from 
military training to emergency services response. 

“ Without metacognitive skills, cyber crisis 
responders not only produce sub-optimal solutions 
but also lack the self-awareness to be aware that 
these solutions are flawed – called the Dunning-
Kruger effect. The impact of this can be significant, 
as it can lead to flawed solutions becoming 
embedded in future incident response plans, 
creating long term problems with the effectiveness 
of cyber defence.”

“ Expert cyber responders are those who use 
this to think through potential scenarios, 
making connections with previous experiences 
through pa�ern recognition and working out 
alternatives. All these techniques help develop 
an understanding of cause and e�ect which 
will improve problem solving and decision 
making in the uncertain, complex, and volatile 
world of a cyber crisis event.”

BUILDING MENTAL AGILITY 
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Rebecca McKeown
independent Chartered  
Psychologist



USING MICRO-DRILLS TO BUILD MORE RELEVANT CYBER CRISIS RESPONSE TEAMS
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For more information or a demo

OUR APPROACH TO IMPROVING 
HUMAN CYBER CAPABILITIES 

THE PSYCHOLOGY OF CYBER:  HOW MICRO-DRILLING ENHANCES CRISIS RESPONSE

VISIT OUR WEBSITE

The Immersive Labs platform takes a progressive approach to iteratively 
improving and reinforcing human cyber capabilities.  It can be used to  
deliver micro-drilling for crisis response teams, as well as improving the 
specific technical skills of cybersecurity teams. It does this by:

 Improving the skills of large dispersed 
teams is as simple as defining participants 
and sending a link. This allows for a 
high tempo of training with a variety 
of stakeholders and minimal resource 
expenditure. 

 Being delivered through a browser, it can 
be rolled out across large, dispersed and 
remote workforces quickly and simply.   

 New content is always being added  
to the platform to ensure it is engaging 
and contemporary. 

 Content is tailored to be accessible and 
relevant to a wide range of participants; 
everyone from PR, Legal, customer teams 
and more can upskill together.  

 Labs and crisis simulations are short and 
engaging, meaning they can easily be 
integrated into the working day.  

 Dashboards provide real-time feedback 
on progress, allowing for visibility and 
optimization of skills development.

https://www.immersivelabs.com/
https://www.immersivelabs.com/company/contact/


11

ABOUT  
IMMERSIVE LABS

Immersive Labs is the world’s first human cyber readiness platform. 

Our technology delivers challenge-based cybersecurity content developed by experts  
and powered by the latest threat intelligence. Our unique approach enables businesses  
to battle-test and evidence preparedness to face emerging cyber threats. 

Immersive Labs simulates cyber scenarios covering everything from the basics  
to threat hunting and reverse engineering malware. At the heart of our platform  
are labs: cloud-based and story-driven exercises accessible on demand. 

We’re developing new labs every day to add to our massive range of practical,  
gamified content that’s also mapped against industry frameworks.



www.immersivelabs.com | enquiries@immersivelabs.com
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